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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on December 22, 
2006. Claims 1-13 and 15-18 have been amended. Claim 14 is cancelled. Claims 1-13 
and 15-18 are pending. 

Specification 

2. In view of the amendment filed December 22, 2006, the Examiner withdraws the 
objection to the specification. 

Claim Rejections - 35 USC §112 

3. In view of the amendment filed December 22, 2006, the Examiner withdraws the 
rejection of claims 9-10, 14 and 15 under 35 U.S.C. 112. 

Response to Arguments 

4. Applicant's arguments filed December 22,2006 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 1-18 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 



Application/Control Number: 10/653,216 Page 3 

Art Unit: 2137 

applicant regards as the invention. Claims 1 and 17 recite the limitation "a deciding 
device for deciding whether or not to encrypt data". Since the data inputted is already an 
encrypted data, it is unclear how a deciding device decides whether or not to encrypt 
data inputted. Applicant has taught in the specification to perform decryption when the 
data inputted is encrypted and then a decryption module for decrypting encrypted data 
inputted by the data input interface and an encryption module for encrypting data 
decrypted by the decryption module using a key different from the first encryption key. 
(pages 3, lines 23-28) It is unclear whether the encrypted data is encrypted after 
decryption or if the encrypted data is re-encrypted. Appropriate correction is required. 

7. Claims 2-13 and 18 are also rejected for being dependent on the rejected claims. 

8. Claims 1-18 are rejected under 35 U.S.C. 112, second paragraph, as being 
incomplete for omitting essential steps, such omission amounting to a gap between the 
steps. See MPEP § 2172.01. Claims 1 and 17 recite, "a deciding device for deciding 
whether or not to encrypt data inputted by the data input interface, wherein the 
encryption module encrypts data decided upon for encryption by the deciding device" 
and "an encryption module for encrypting data decrypted by the decryption module 
using a second encryption key different from the first encryption key" and "a storage 
device for storing data encrypted by the encryption module". After a decision whether or 
not to encrypt data is made the encryption module encrypts the data and the storage 
device stores the data encrypted by the encrypted module. The omitted steps are: if a 
decision is made not to encrypt data inputted, the claim limitation does not indicate what 
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will happen to the data because the storage device stores data encrypted by the 
encryption module not the inputted encrypted data. 

9. Claims 2-13 and 18 are also rejected for being dependent on the rejected claims. 

Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

11. Claims 1, 3, 15-16 and 17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Davis U.S. Patent 5,805,706 in view of Achler US Patent 7,180,909. 
As per claims 1 and 17: 

Davis teaches an information processing device comprising: 

a data input interface for inputting encrypted data; (Figure 2A; col. 2, lines 36-38) 

a decryption module for decrypting encrypted data inputted by the data input 

interface using a decryption key forming a pair with a first encryption key used to 

encrypt the data; (Figure 2A, item 143; col. 3, lines 10-25; col. 4, lines 30-36) 

an encryption module for encrypting data decrypted by the decryption module 

using a second encryption key different from the first encryption key; (Figure 2A, item 

144; col. 4, lines 37-40) and 

a storage device for storing data encrypted by the encryption module, (col. 4, 

lines 40-43) 
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Davis does not explicitly discloses a deciding device for deciding whether or not 
to encrypt data inputted by the data input interface, wherein the encryption module 
encrypts data decided upon for encryption by the deciding device. Achler in analogous 
art, however, discloses a deciding device for deciding whether or not to encrypt data 
inputted by the data input interface, wherein the encryption module encrypts data 
decided upon for encryption by the deciding device, (figure 1 1 ; col. 1 5, lines 14-63) 
Therefore it would have been obvious to one ordinary skill in the art to modify the 
method disclosed by Davis and with Achler in order to have a system with great deal of 
flexibility with regard to how transmitted data may be treated by deciding whether to 
encrypt or not encrypt data. (col. 15, lines 38-44; Achler) 
As per claim 3: 

The combination of Davis and Achler teaches all the subject matter as discussed 
above. In addition, Davis further discloses wherein the data input interface also inputs 
unencrypted data, (Figure 2A; col. 2, lines 36-38) and the encryption module also 
encrypts unencrypted data input by the data input interface. (Figure 2A, item 144; col. 4, 
lines 37-40) 
As per claims 15: 

The combination of Davis and Achler teaches all the subject matter as discussed 
above. In addition, Achler further discloses deciding means for deciding whether or not 
to encrypt data inputted by the data input interface, wherein the encryption module 
encrypts data decided upon for encryption by the deciding means, (figure 1 1 ; col. 1 5, 
lines 14-63) 



Application/Control Number: 10/653,216 Page 6 

Art Unit: 2137 

As per claim 16: 

The combination of Davis and Achler teaches all the subject matter as discussed 
above. In addition, Davis further discloses a printer for decrypting and printing data 
stored in the storage device, (col. 3, line 51 -col. 4, line 3) 

12. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davis 
U.S. Patent 5,805,706 in view of Achler US Patent 7,180,909 and further in view of 
Saito U.S. Patent 7,093,295. 

As per claim 4: 

The combination of Davis and Achler teaches all the subject matter as discussed 
above. Both do not explicitly disclose a key generator for generating the second 
encryption key. Saito in analogous art, however, discloses a key generator for 
generating the second encryption key. (col. 7, lines 49-57) Therefore, it would have 
been obvious to one ordinary skill in the art at the time the invention was made to 
modify the device disclosed by Davis and Achler with Saito in order to ensure the 
security for the information and for the key used by generating the key when necessary 
for decryption. 

1 3. Claims 2, 5-1 3 and 1 8 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Davis U.S. Patent 5,805,706 in view of Achler US Patent 7,180,909 
in view of Saito U.S. Patent 7,093,295 and further in view of Blakley III, (hereinafter 
Blakley) U.S. Patent 5,677,952. 

As per claims 5 and 18: 
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The combination of Davis, Achler and Saito teaches all the subject matter as 
discussed above. None of the references do explicitly disclose a memory controller for 
storing the second encryption key in the volatile memory. Blakley in analogous art, 
however, discloses a memory controller for storing the second encryption key in the 
volatile memory, (col. 6, lines 48-57) Therefore, it would have been obvious to one 
ordinary skill in the art at the time the invention was made to modify the device 
disclosed by Davis, Achler and Saito with Blakley in order to erase secret keys when the 
authorized user powers off the device, (col. 6, lines 48-57; Blakley) 
As per claim 6 

The combination of Davis, Achler and Saito teaches all the subject matter as 
discussed above. None of the references do explicitly disclose wherein the key 
generator generates the second encryption key using information characteristic to the 
device itself. Blakley in analogous art, however, discloses wherein the key generator 
generates the second encryption key using information characteristic to the device itself, 
(col. 5, lines 41-60) Therefore, it would have been obvious to one ordinary skill in the art 
at the time the invention was made to modify the device disclosed by Davis, Achler and 
Saito with Blakley in order to enhance the security of the key by utilizing an identification 
that is unique to each device, (col. 6, lines 48-57; Blakley) 
As per claims 2 and 7: 

The combination of Davis, Achler and Saito teaches all the subject matter as 
discussed above. None of the references do explicitly disclose wherein the key 
generator generates the second encryption key when power to the device is turned on. 
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Blakley in analogous art, however, discloses wherein the key generator generates the 
second encryption key when power to the device is turned on. (col. 6, lines 48-57) 
Therefore, it would have been obvious to one ordinary skill in the art at the time the 
invention was made to modify the device disclosed by Davis, Achler and Saito with 
Blakley in order to erase secret keys when the authorized user powers off the device, 
(col. 6, lines 48-57; Blakley) 
As per claims 8-10: 

The combination of Davis, Achler and Saito teaches all the subject matter as 
discussed above. None of the references do explicitly disclose a media reader capable 
of being installed with a removable portable storage media storing key generation 
parameters for reading a key generation parameter stored on the installed portable 
storage media, wherein the key generator generates the second encryption key using 
the key generation parameter. Blakley in analogous art, however, discloses a media 
reader capable of being installed with a removable portable storage media storing key 
generation parameters for reading a key generation parameter stored on the installed 
portable storage media, wherein the key generator generates the second encryption key 
using the key generation parameter, (col. 5, lines 41-60) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
device disclosed by Davis, Achler and Saito with Blakley in order to enhance the 
security of the key by utilizing an identification that is unique to each device, (col. 6, 
lines 48-57; Blakley) 
As per claims 11 and 12: 
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The combination of Davis, Achler and Saito teaches all the subject matter as 
discussed above. None of the references do explicitly disclose a media reader capable 
of being installed with a removable portable storage media storing the encryption key, 
wherein the encryption module reads the second encryption key from the portable 
storage media installed in the media reader and performs encryption. Blakley in 
analogous art, however, discloses a media reader capable of being installed with a 
removable portable storage media storing the encryption key, wherein the encryption 
module reads the second encryption key from the portable storage media installed in 
the media reader and performs encryption, (col. 4, lines 40-65) Therefore, it would have 
been obvious to one ordinary skill in the art at the time the invention was made to 
modify the device disclosed by Davis, Achler and Saito with Blakley in order to enhance 
the security of the key by utilizing an identification that is unique to each device, (col. 6, 
lines 48-57; Blakley) 
As per claim 13: 

The combination of Davis, Achler and Saito teaches all the subject matter as 
discussed above. None of the references do explicitly disclose having encryption keys 
corresponding to each user using the device, wherein the encryption module performs 
encryption using an encryption key for the user corresponding to the data. Blakley in 
analogous art, however, discloses having encryption keys corresponding to each user 
using the device, wherein the encryption module performs encryption using an 
encryption key for the user corresponding to the data. (col. 6, lines 48-57) Therefore, it 
would have been obvious to one ordinary skill in the art at the time the invention was 
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made to modify the device disclosed by Davis, Achler and Saito with Blakley in order to 
erase secret keys when the authorized user logs off. (col. 6, lines 48-57; Blakley) 

Conclusion 

14. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See Form PTO-892. 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Shewaye Gelagay 



EMMriNUELXTMOISE 
SUPERVISORY PATENT EXAMINER 




